
Types of 
SCAMS



A wealthy person asks 
the target for help 

with the transfer of a 
large sum of money, 
or an estate lawyer 

notifi es the target of a 
large inheritance from 

a distant relative

The target is required 
to pay fees, write a 

check or provide bank 
account access in 

order to complete the 
transfer of funds; the 
target never receives 

the money

THE SETUP THE SWINDLE

UNEXPECTED MONEY



The target is notifi ed 
that they’ve won a 
lottery, a contest, a 

sweepstakes or some 
other prize giveaway

In order to claim the 
(invented) prize, the 
target is instructed 
to pay a lottery tax 
or provide personal 

information

THE SETUP THE SWINDLE

UNEXPECTED WINNINGS



The target comes 
across a tempting 
online listing for a 

premium item at an 
extremely low price

Scammers collect 
the payment but 

never deliver on the 
product; multiple 
accounts and fake 
reviews are used 
to disguise their 

deceptive practices

THE SETUP THE SWINDLE

BUYER-SELLER FRAUD



The target is 
contacted by 
a charitable 

organization and asked 
to make a donation

Scammers pose as 
existing charities or 

invent fake ones 
and then pocket 

the donations

THE SETUP THE SWINDLE

FAKE CHARITIES



The target is charmed 
by a new online 
sweetheart and 

develops an emotional 
bond with them

The new sweetheart 
is actually a scammer; 
once the relationship 

has developed, the 
scammer asks for 

expensive gifts, travel 
or cash

THE SETUP THE SWINDLE

DATING SCHEMES



A job placement 
service o� ers to 

fi nd a position for 
an unemployed 

target, or the target 
is approached by 
a businessperson 

with an investment 
opportunity

The scammer collects 
placement fees for 
their fraudulent job 

placement service, or 
takes o�  with 
the target’s 

investment money

THE SETUP THE SWINDLE

GET-RICH-QUICK SCHEMES



The target receives 
urgent demands 
for money from 
a government 

o�  cial or from law 
enforcement, or 

the target discovers 
ransomware on 
their computer

The scammer poses 
as an authority 

fi gure to scare the 
target into paying 

them; the scammer 
holds computer fi les 
hostage to pressure 

the target into 
paying them

THE SETUP THE SWINDLE

THREATS AND EXTORTION



The target is asked 
to log into their 

account or confi rm 
their password, or the 
target is contacted by 
a friend or relative and 

asked a series 
of questions

The scammer 
impersonates the 

target’s personal and 
business contacts in 

order to gain personal 
details that can then 
be resold or used for 

identity fraud

THE SETUP THE SWINDLE

IDENTITY THEFT




